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FROM:
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Elections Analyst
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INITIATIVE #905

Pursuant to Elections Code section 9030(b), you are hereby notified that the total
number of signatures to the hereinafter named proposed INITIATIVE STATUTE
with all county elections officials is less than 100 percent of the number of
qualified voters required to find the petition sufficient; therefore, the petition has
failed.
TITLE:

DIGITAL SIGNATURE. ELECTION PETITIONS. PUBLIC
AND PRIVATE TRANSACTIONS.

SUMMARY DATE: October 13, 2000
PROPONENTS:

Marc Strassman
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BILL JONES
Secretary of State
State of California

ELECTIONS DIVISION
(916) 657-2166
1500 - II th STREET
SACRAMENTO, CA 95814
Voter Registration Hotline
1-800-345-VOTE
For Hearing and Speech Impaired
Only
1-800-833-8683
e-mail: comrnents@ss.ca.gov

October 13, 2000

TO: ALL REGISTRARS OF VOTERS, 0

COUNTY CLERKS, AND PROPONENTS (00282)

FROM:

OCT 1
SUBJECT: INITIATIVE #905

?m)!)

UD".I,!'W
""
..,.""."""""~,,,,_

.....

->~,I""

.d

,

Pursuant to Elections Coda section 336, we transmit herewith a copy of the Title and
Summary prepared by the Attorney General on a proposed initiative measure entitled:
DIGITAL SIGNATURE. ELECTION PETITIONS.
PUBLIC AND PRIVATE TRANSACTIONS.
INITIATIVE STATUTE.
The proponent of the above-named measure is:
Marc Strassman
11905 Kling Street, #17
Valley Village, CA 91607-4039

"Ensuring the Integrity of California's election process"

•

#905
DIGITAL SIGNATURE. ELECTION PETITIONS.
PUBLIC AND PRIVATE TRANSACTIONS.
INiTIATIVE STATUTE.

CIRCULATING AND FILING SCHEDULE

1.

Minimum number of signatures required: ................................................... 419,260
California Constitution, Article II, Section 8(b)

2.

Official Summary Date: .................................................................... Friday, 10/13/00
Elections Code section (EC§) 336

3.

Petitions Sections:
a. First day Proponent can circulate Sections for
signatures (EC §336) ................................................................. Friday, 10/13/00
b. Last day Proponent can circulate and file
with the county. All sections are to be filed at the
same time within each county (EC §336. 9030(a) ................. Monday, 03/12/01
c. Last day for county to determine total number of
signatures affixed to petitions and to transmit total
to the Secretary of State (EC §9030(b» ................................ Thursday, 03/22101
(If the Proponent files the petition with the county on a date prior to 03/12/01,
the county has eight working days from the filing of the petition to determine the
total number of signatures affixed to the petition and to transmit the total to the
Secretary of State) (EC §9030(b).
d. Secretary of State determines whether the total number
of signatures filed with all county clerks/registrars of
voters meets the minimum number of required signatures,
and notifies the counties (EC §9030(c» ............................... Saturday, 03/31/01*
e. Last day for county to determine total number of qualified
voters who signed the petition, and to transmit certificate
with a blank copy of the petition to the Secretary of State
(EC §9030(d)(e» ............................................ :........................... Friday, 05/11/01

* Date varies based on receipt of county certification.

INITIATIVE #905
Circulating and Filing Schedule continued:

(If the Secretary of State notifies the county to determine the number of
qualified voters who signed the petition on a date other than 03/31/01, the last
day is no later than the thirtieth day after the county's receipt of notification).
(EC §9030(d)(e».
f.

If the signature count is more than 461,186 or less than
398,297 then the Secretary of State certifies the petition as
qualified or failed, and notifies the counties. If the signature
count is between 398,297 and 461,186 inclusive, then the
Secretary of State notifies the counties using the random
sampling technique to determine the validity of all
signatures (EC §9030(f)(g); 9031(a» ..................................... Monday, 05/21/01*

g. Last day for county to determine actual number of all qualified
voters who signed the petition, and to transmit certificate
with a blank copy of the petition to the Secretary of State
(EC §9031 (b)(c)) .................................................................... Tuesday, 07/03/01
(If the Secretary of State notifies the county to determine the number of
qualified voters who have signed the petition on a date other than 05/21101, the
last day is no later than the thirtieth working day after the county's receipt of
notification). EC §9031 (b )(c).
h. Secretary of State certifies whether the petition has been
signed by the number of qualified voters required to declare
the petition sufficient (EC §9031 (d); 9033) ........................... Saturday, 07/07/01*

* Date varies based on receipt of county certification.

IMPORTANT POINTS

•

California law prohibits the use of signatures, names and addresses gathered
on initiative petitions for any purpose other than to qualify the initiative measure
for the ballot. This means that the petitions cannot be used to create or add to
mailing lists or similar lists for any purpose, including fundraising or requests for
support. Any such misuses constitutes a crime under California law. Elections
Code section 18650; Bilofsky v. Deukmejian (1981) 123 Cal. App. 3d 825, 177
Cal. Rptr. 621; 63 Ops. Cal. Atty. Gen. 37 (1980).

•

Please refer to Elections Code sections 100,101,104,9001, 9008, 9009, 9021,
and 9022 for appropriate format and type consideration in printing, typing and
othel"Nise preparing your initiative petition for circulation and signatures.
Please send a copy of the petition after you have it printed. This copy is not for
our review or approval, but to supplement our file.

•

Your attention is directed to the campaign disclosure requirements of the
Political Reform Act of 1974, Government Code section 81000 et seq. A
brief summary is attached for your reference.

•

When writing or calling state or county elections officials, provide the official
title of the initiative which was prepared by the Attorney General. Use of this
title will assist elections officials in referencing the proper file.

•

When a petition is presented to the county elections official for filing by
someone other than the proponent, the required authorization shall include the
name or names of the persons filing the petition.

•

When filing the petition with the county elections official, please provide a blank
petition for elections official use.

Enclosures

!JILL LOCKYER
Attorney General

State of California
DEPARTMENT OF JUSTICE
1300 I STREET. SUITE 125
P.O. BOX 944255
SACRAMENTO, CA 94244-2550
Public: (916) 445-9555

Facsimile: (916) 324-8835
(916) 324-5490

October 13,2000

OCT 13 2000

Bill Jones
Secretary of State
1500 - 11 th Street, 5th Floor
Sacramento, California 95814

RE:
SUBJECT:
FILE NO:

FILED
In tile office of tile ~ of Stale
of lIIe State of California

Initiative Title and Summary
DIGITAL SIGNATURB. ELECTION PETITIONS. PUBLIC AND PRlV ATE
TRAJ."JSACTIONS. INITIA m'E STAroTE.
SA2000RF0023, Arndt. # I-S

Dear Mr. Jones:
Pursuant to the provisions of sections 9004 and 336 of the Elections Code, you are
hereby notified !hat on this day we mailed our title and summary to the proponent of the aboveidentified proposed initiative.
Enclosed is a copy of our transmittal letter to the proponent, a copy of our title and
summary, a declaration of service thereof, and a copy of the proposed measure.
According to information available in our records, the name and address of the proponent
is as stated on the declaration of service.

For

TK:cw
Enclosures

BILL LOCKYER
Attorney General

I

I

Date:
October 13,2000
File No.: SA2000RF0023,
Amdt. # 1-S

The Attorney General of California has prepared the following title and summary of the chief
.
purpose and points of the proposed measure:
DIGITAL SIGNATURE. ELECTION PETITIONS. PUBLIC AND PRIVATE
TRANSACTIONS. lNITIATIVE STATUTE. Establishes a state agency to issue a digital
certificate to any California resident. Requires certificate to generate a verified digital signature
that can be used to subscribe to any authorized public or private sector electronic transaction.
Authorizes use as driver license, identification or voter registration card at no additional charge.
Requires eiection officials to validate and count digital signatures for candidacy, initiative,
referendum and recall petitions iftransmitted to a secure website provided by candidate or
proponent. Preserves traditional signature methods. Imposes imprisonment and fines for
violations of this system. Summary of the estimate by Legislative Analyst and Director of
Finance of fiscal impact on state and local governments: Measure would result in unknown,
major one-time costs to develop the systems, and could result in unknown major (probably in the
range of tens of millions of dollars) annual net costs to state and local governments.
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lNITIATIVE: Smart Initiatives Initiative

~~CEIV~
AUG 2! 2900 :()

August 14, 2000

INITIATIVE COORDINATOR
Initiative Coordinator Tricia Knight

ATTORNEY GENERAL'S OFFICE

Office of the Attorney General
1300 I Street
Suite 125
Sacramento, CA 94244-2550

FAX 916-324-8835

Dear Ms. Knight,
Please prepare an official title and summary for this initiative that reflects the requested
change to Section 1. I have attached a revised copy of this initiative.
Please note the fonowing change in my previously-submitted initiative SA2000RF0023:
SECTION 1. This act shall be known and may be cited as the Smart Initiatives Initiative.
This version should replace the current verno~ which reads:
SECTION 1. This act shall be known and may be cited as the Digital IDInitiative.
Sincerely,

~~
Marc Strassman

Chief proponent
Smart Initiatives Initiative

SMART INITIATIVES INITIATIVE

ELECTIONS. DIGITAL IDENTIFICATION AND PETITIONING. INITIATIVE
STATUTE.
Provides that initiative. referendum., ~ and in lieu petitions may be signed over the

Internet using digital certificates. Establishes Digital ID Issuing Authority to create and
maintain a system for issuing and revoking digital certificates and for verifying the digital
signatures generated using them. Provides for the issuance of smart cards holding these
certificates as the substrate of driver licenses. state identification cards and voter
registration cards. Authorizes the use of these state-issued digital certificates for use in
transactions with government agencies and commercial entities. Criminalizes efforts to
interfere with online petition signing; specifies penalties. Preserves ttaditional petition
signing methods.

INITIATIVE MEASURE TO BE SUBMITTED DIRECTLY TO
THE VOTERS

The Attorney General of California bas prepared the following title and
sununary of the chief purpose and points of the proposed measure:
(Here set forth the title and summary prepared by the Attorney General.
This title and summary must also be printed across the top of each page of the petition
whereon signatures are to appear.)
TO TIIE HONORABLE SECRETARY OF STATE OF CALIFORNIA

We, the undersigned, registered, qualified voters ofCalifomia, residents of

_ _ _ _ _ Countr (or City and County). hereby propose ameodments to the

Elections Code and the Government Code. relating to secure online identification and
petitioning. and petition the Secretary of State to submit the same to the voters of
California for their adoption or rejection at the next succeeding general election or at any
special statewide election held prior to that general election or otherwise provided by law.
The proposed statutory amendments (fu11 title and text of the measure) read as fonows:
SECTION 1. This act shall be known and may be cited as the Smart
Initiatives lnitiative.
SECTION 2. Chapter 8 (commencing with Section 9700) is tdded to
Division 9 of the Elections Code, to read:
CHAPTER 8. ELECTRONIC PROCEDURES

.
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9700. (a) Notwithstanding any other provision of law. any petition
circulated pursuant to this division may be signed using a digital certificate issued by the
Digital ID Issuing Authority pursuant to Section 11790 of the Government Code.

(b) This section sh.a1l not be construed to preclude the collection of
signatures for a petition by any other means authorized by law.
9701. (a) A proponent of a measure for which a petition is circulated
under this division may collect digital signatures generated by digital certificate pursuant
to Section 9700. by posting the petition at a website managed by the proponent for that
purpose. A candidate for office may, under the provisions of this divisi<ln, collect and
submit signatures in lieu of paying all or part of a filing fee required to run for that office.
(b) A certificated copy of tile petition, properly formatted and in
compliance with all other standards required by this division, except as to signature
spaces, shall be provided online to potential signers of it by displaying the document
(other than its signature spaces) in a manner that securely presents an unalterable image
equivalent to that nonnally required for paper versions of the petition, using document
exchange and management software approved by the Department of Information
T echnotogy for this purpose.
(c) (1) The petition displayed as described in subdivision (b) shall provide
a means whereby a user may generate a digital signature on the petition, using a digital
certificate, as described in Section 9700. with software approved for this purpose. The
signer shall also provide any additional information required by law.
(2) In order to prevent the submission of multiple signatures by the same
individual, the computer system hosting the measure shall be programmed to accept only
one digital signature generated by the single digital certificate issued to each eligible
person. and to reject all subsequent efforts to sign the petition with that digital certi£cate.
(d) The identity of any person generating a digital signatw'e on a petition
.

,.;...... -

pursuant to this section shall be protected as provided by Jaw. No part of this chapter
shall be construed to abrogate any right of privacy otherwise protected under law.

ee)

Any person who digitally signs a petition pursuant to this section may
withdraw that digital signature as provided in Section 9602. except that the request for
withdrawal may be submitted by electronic means, using a digital signature generated by
digital certificate.
9702. (a) The petition shall be submitted to the appropriate elections
official for filing and validation either on electronic storage media delivered physically to
the official or by transmission to the official over the lnternet under secure conditions., as
approved by the Department of Information Technology, at the discretion of the
proponent.
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(b) Notwithstanding any othec provision of law, petitioru for whicb digital
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signatures have been collected under this chaptc:r may be filed with the appropriate
elections official by the proponen~ using the methods set out in Section 9702 (a), at any
time prior to the final date for filing the petition and the digital signatures contained
therein shall be validated or rejected by that elections official within three (3) working
days of their receipt.

[c] Signatw"eS generated by digital certificates under this chapter shall be
validated by the elections official responsible for validating signatures for the petition in
questio~ using the most rigorous methods of digital autheotication available, in
conjunction with. or using procedures approved by, the Digital ID Issuing Authority.
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9703. (a) In the case of initiative. referendum, and recall petitions, my
digital signature generated by a digital certificate and validated pw-suAIIt to Section 9702
3baJ.l be counted toward the total required to qualifY the measure for the ballot in
question. In the case of signatures to be collected and submitted in lieu of requiring a
candidate for public office to pay all or part of a filing fee for that office, any digital
signature generated by a digital certificate and validated pursuant to Section 9702 shall be
counted toward the total required to exempt that candidate from having to pay all or part
of the filing fee for that office. The tally of validated signatures collected shall be
forwarded to the Secretary of State by the appropriate elections official on an ongoing
basis.
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(b) The Secretary of State shall provide and update infonnation showing
the number of validated digital signatures collected, based on the most recent information
provided by the appropriate elections official or officials. at the official website of the

Secretary of State.
9704. The Digital ID Issuing Authority and the Department of

Information Technology may each adopt regulations to implement this chapter.
9705. (a) Any person who interferes with the lawfuJ operation of the
electronic processes specified in this chapter with the intent of committing fraud or
violating the integrity of any system used for these activiti~ including, but not limited
to, its interna1, contents. or results, by any means, whether or not through the use of a
computer, or who attempts to impede access to an official petition website by means of a
.'

"denia1-of-service" attack or by any other means, is guilty of a pubJk offense for each
~ punishable by imprisonment in the state prison for a period of 16 months or
two or three years, or in a county jail for not more than one year, or a fine ofoot more
than ten thousand dollars (SI0,000), or by both that imprisonment and fine.
(b) As a condition of parole, any individual found guilty of an offense
pursuant to this sectioo may be probibited from using any electronic network for a period
of oot more than the term of parole.

SEC. 3. Section 16.5 of the Government Code is amended to reae!:
16.5. (a) In any written communication with a public entity. as defined
in Section 811 .2. in which a signature is required or used, any party to the communication
may affix a signature by use of a digital signature that complies with the requirements of
this section. The use of a digital signature s.ball have the same force and effect 113 the use
of a manual signature if and only if it embodies all of the following attributes:

(1) It is unique to the person using it.
(2) It is capable of verification.
(3) It is under the sole control of the person using it.
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(4) It is linked to data in such a manner that if the data are changed., the
digital signature is invalidated.
(5) It conforms to regulations adopted by the Secretary ofStatc. Initiation
regulations shall be adopted no later than January I, 1997. In developing these
regulations, the secretary shall seek: the advice of public and private entities. including.
but not limited to. the Department ofInformarion Technology. the California
Environmental Protection Agency, and the Department of General Services. Before the
secretary adopts the regulations, he or she shall bold at least one public bearing to receive
comments.

(b) The use or acceptance of a digital signature shall De at the option of
the parties. except as provided in Chapter 8 (commencing with Section 9100) of Division
9 of the Elections Code and as provided in SectiQQ 11791 of the Government Code.
Nothing in this section shall require a public entity to use or permit the use of a digital
signature.

[c) Digital signatures employed pursuant to Section 710066 of the Public
Resources Code are exempted from this section.

..

(d) "Digital signature" means an electronic identifier, created by
computer, intended by the party using it to have the same force and effect as the use of a
manual signature.

SEC. 4. Chapter 7.5 (commencing with Section 11790) is added to Part
1 of Division 3 of Title 2 oftbe Govenunent Code, to react:
CHAPTER 7.5. DIGITAL IDENTlFICATION lSSUlNG AUTHORITY
11790. (a) The Department of Molor Vehicl~ the Secretary of State.
the Department of Information Technology, and the county regist:rars ofvoten, shaD
coI1aborate to establish the Digital ID Issuing Authority of the State of California. whose
mission shall be to efficiently and cost-effectively provide California residents with a
bigh-Ievel digital certificate in an easy-to-use form. .
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(b) The Digital ID Issuing Authority of the State of California shall, either
on its own or by contracting with a suitable private supplier or $Uppliers, develop, dcmgn,
implement and maintain a system capable of establishing the identity of individuals with
sufficient assurance to issue them the digital certificates called for in this divisio~ of
interacting with recipients of these certificates so as to aUow them to personalize and
secure for their sole use the digital certificates they are issued.; of maintaining in good
order the databases containing the digital certificates they issue and any other associated
data necessary to the efficient functioning of the digital certificate system; ofkeepiog this
system current by adding new users as they are issued digital certificates, removing users
whose certificates are revoked, or when a user becomes deceased or permanently

relocates out of the state, and changing any relevant data about users in a timely manner.
and of providing to aD electoral and other state and local agencies. in an accurate and
speedy manner, the authentication of the digital signatures generated by the certificates it
bas issued, whether in the context of official petitions, transactions with government, or
transactions in the private sector.
(c) (1) The Digital ID Issuing Authority, io collaboration with each
recipient, shall generate and issue an individualized digital certificate belonging solely to
that recipient. Through the use of passwords, biometrics or other means, this digital
certificate shaH be rendered accessible solely to the persoo to whom it is issued. as
specified in Section 16.5 (a) (3) oftbe Government C~ and cited in SEC. 3 of this
division. The digital certificates created by the authority according to these procedw"es
shall then be loaded onto smart cards that use the best generally avaJlable technology. and
that shalt be used as the substrate for the driver license or identification card issued by the
Department of Motor Vehicles to each applicant/recipient of these licenses and cards,
unless an applicant/recipient specifies that he or she does not wish to have either a digital
certificate at aU or does not wish to have a digital certificate installed on the smart card
providing the substrate of their driver license or identification card.. A smart card
containing the registrant' s personalized digital certificate shall be provided to registered
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voters who have neither driver's licenses nor identification cards, as the substrate of their
voter registration cards, unless the registrant specifies that be or she does not wish to have
either a digital certificate at all or does not wish to have a digital certificate installed 00
the smart card providing the substrate "ftheir voter registration carel. Anyone eligible to
receive a digital certificate on a smart card under the provisions of this division may. at
their discretion., receive a smart card without a digital certificate as the substrate of the
driver license, identification card., or voter registration card to which they are entitled.
The smart cards provided under the provisions of this division may. as practicable, be
"contactless," allowing their use at a dist.ance. and may include optical storage areas,
allowing usern to store and retrieve large amounts of data on and from their cards. There
shall be no additional fees charged to users (holders of driver licenses, identification
cards, or voter registration cards) for the provision of the digital certificate or smart card.
(2) For purposes of this subdivision., the foUowing definitions shall apply:

,
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(A) "Smart card" means a card with a built-in microprocessor and
memory that is capable of receiving. storing. processing, and t:ransmitting electronic data.

(B) "Substrate" means the physical material of an identification card,
upon which infonnation is placed.

(c] As part of the process by which a bolder personalizes his or her
certificate and through which the Digital ID Issuing Authority establishes the identity of
the holder. each holder of the state-issued digital certificate may request the Digital ID
Issuing Authority to send the holder. free of charge. a complete and accurate digital copy
ofhis or her digital certificate by electronic mail to up to and including ten electronic
mail addresses provided by the holder. Pursuant to this subdivision, the digital certificate
holder may request, as part of their a110tted downloaded copies.;. that some of these copies
be transmitted to cel)Jdar phones andlor other mobile or fixed wireless digital devices of
,.

their choice. The Digital ID Issuing Authority shall comply with all such requests.
11791. (a) A digital certificate issued by the Digital ID Issuing Authority
pursuant to Section 11790 shall be accepted by any state entity that offers secure
transactions over the Internet, as complete and adequate proof of an individual's identity,

and as capable of generating a "digital signature," as defined in Section 16.5. for
purposes of executing any fonn, document, or other instrument related to the transaction.
and that digital signature shall be deemed to constitute that individual's assent to the
terms of the transaction and shall be accepted as such by the state entity involved.
(b) A digital certificate issued by the Digital ID Issuing Authority
pursuant to Section 11790 may be used for any personal or commercial purpose for
which identification is required, and for geoerating a valid and acceptable legal signature

as required. as provided under Title 2.5 (commencing with Section 1633.1) of Part 2 of
Division 3 of the Civil. Code.
11192. The Digital ID Issuing Authority and the Department of
Infonnation Technology may each adopt regulations to implement this chapter.
11793. (a) Any person who interferes with the lawful operation of the
electronic processes specified in this chapter with the intent of committing fraud or

violating the integrity of any system used for these activities, includin& but not limited
to, its internal, cootents, or results, by any means. whether or oot through the use of a
computer. or who attempts to impede access to an official petition website by means of a
"den.ial-of-service" attack or by any other mean~ is guilty of a public offense for each
occurrence, punishable by imprisonment in the state prison for a period of 16 months or
two or three years, or in a cowtty jail for not more than one year, or a fine of not more
(han ten thousand dollars ($10,000), or by both that imprisonment and fine.
(b) As a condition of parole. any individual found guilty of an .offense
pursuant to this section may be prohibited from using any electronic network for a period

of not more than the term of parole.

SEC. 5. (a) The California Supreme Court shall have original
jurisdiction in any legal action or proceeding to challenge the validity of this act.
(b) The proponents of this act shall have standing to defend the
such action or proceeding.

act

in any

SEC. 6. The Legislature may amend this act only by a statute passed by
a two-thirds vote of the membership in each house of the Legislature that is cOnsistent
with and furthers the purposes of this act.
SEC. 7. The provisions of this act are severable. If any provision of this act or
its applicatiOD is held invalid, that invalidity shall not affect other provisions or
applications that can be given effect without the invalid provisions or applications .

•l

